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Ethernet over EtherCat with CODESYS and u-0OS

Abstract:

This guide describes how to setup Ethernet over EtherCAT (EoE) in CODESYS and u-
OS. EoE can be used, e.g., to access the web user interface of an EtherCAT field bus
coupler that is only connected to a u-control PLC via EtherCAT.
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Software reference

No. Software name Article No. Software version
1 u-0Ss - 2.1.0
2 Codesys - 3.5
File reference
No. Name Description Version
1 prepare-device-for-eoe.sh | Scriptto setup the device for EoE 0.1
Contact

Weidmudller Interface GmbH & Co. KG
KlingenbergstralRe 26

32758 Detmold, Germany
www.weidmueller.com

ANO0120v1_2024/06

For any further support please contact your

local sales representative:
https://www.weidmueller.com/countries
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1 Warning and Disclaimer

Warning

Controls may fail in unsafe operating conditions, causing uncontrolled operation of the controlled
devices. Such hazardous events can result in death and / or serious injury and / or property
damage. Therefore, there must be safety equipment provided / electrical safety design or other
redundant safety features that are independent from the automation system.

Disclaimer

This Application Note / Quick Start Guide / Example Program does not relieve you of the obligation
to handle it safely during use, installation, operation and maintenance. Each user is responsible
for the correct operation of his control system. By using this Application Note / Quick Start Guide
/ Example Program prepared by Weidmuller, you accept that Weidm{ller cannot be held liable for
any damage to property and / or personal injury that may occur because of the use.

Note

The given descriptions and examples do not represent any customer-specific solutions, they are
simply intended to help for typical tasks. The user is responsible for the proper operation of the
described products. Application notes / Quick Start Guides / Example Programs are not binding
and do not claim to be complete in terms of configuration as well as any contingencies. By using
this Application Note / Quick Start Guide / Example Program, you acknowledge that we cannot
be held liable for any damages beyond the described liability regime. We reserve the right to make
changes to this application note / quick start guide / example at any time without notice. In case
of discrepancies between the proposals Application Notes / Quick Start Guides / Program
Examples and other Weidmdller publications, like manuals, such contents have always more
priority to the examples. We assume no liability for the information contained in this document.
Our liability, for whatever legal reason, for damages caused using the examples, instructions,
programs, project planning and performance data, etc. described in this Application Note / Quick
Start Guide / Example is excluded.

Security notes

In order to protect equipment, systems, machines and networks against cyber threats, it is
necessary to implement (and maintain) a complete state-of-the-art industrial security concept.
The customer is responsible for preventing unauthorized access to his equipment, systems,
machines and networks. Systems, machines and components should only be connected to the
corporate network or the Internet if necessary and appropriate safeguards (such as firewalls and
network segmentation) have been taken.
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2 Prerequisites
SSH access must be activated on the device and the u-OS CODESY'S app installed.

Familiarity with CODESYS and the UNIX shell is assumed.
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3 Basic setup
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The image shows a basic Ethernet over EtherCat (EoE) setup that should help the user

navigate this application note. The devices and IP addresses which will be used as an example

throughout this guide.
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4 Adapt script

Before copying the prepare-device-for-eoe. sh script to the device, it must be edited.

4.1 TAP IP Address

The script creates a TAP network interface which acts as a Gateway to communicate with the
EtherCat Slaves via EoE. Therefore, an IP address and netmask need to be assigned for the TAP
device. This IP address needs to be in a different subnet to the network interface of the EtherCat
Master. Other EtherCat Slaves need to be in the same subnet as the TAP device.

Note: The selected IP network may not be used for any other purposes, since all requests to this
network will be routed via the controller in the future. Devices in the local network with this IP
address range will no longer be accessible.

The IP address of the TAP device can be set by editing the value of the TAP_IP_ADDRESS variable.

As an example:
TAP_IP_ADDRESS=192.168.2.1/24

4.2 Engineering Network Interface

The engineering network interface is used to access the device running the CODESYS runtime
from the engineering PC. For all devices, except I0T-GW30 and I0T-GW30-4G-EU, the
engineering network interface needs to be assigned in the script to allow routing from engineering
PC to the EtherCAT slave via EoE.

The engineering network interface can be set by editing the value of the
ENGINEERING_NETWORK_INTERFACE variable. The network interface name can be found in the

Network & internet section in u-OS Control Center.

In keeping with our example:
ENGINEERING_NETWORK_INTERFACE=etho
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5 Setup device

5.1 Copy script to device

Transfer the adapted script to the following path, on the device:

‘/home/admin/prepaPe—device—for—eoe.sh

Hint: The file can also be copied to the device by using WinSCP or via micro sd card or usb drive.
Note: From this step onwards root privileges are required.
> sudo -i

Move the script to the following path:

/opt/codesys/scripts/prepare-device-for-eoe.sh

After moving the script, check if the executable flag is set:
> 1s -1 /opt/codesys/scripts/prepare-device-for-eoe.sh
The executable flag can be added by running the following command:

> chmod a+x /opt/codesys/scripts/prepare-device-for-eoe.sh

5.2 Setup

To setup EoE on each bootup, the script needs to be executed each time the CODESYS runtime
service starts. Therefore, it is required to edit the existing codesyscontrol-prepare service.

Edit the service with the vi text editor:
> systemctl edit --full codesyscontrol-prepare

Add the following line below the ExecStart entry.

ExecStartPost=/opt/codesys/scripts/prepare-device-for-eoe.sh

After editing the service, save the changes and reboot the system.
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6 Setup CODESYS

In the CODESYS IDE, set up the EtherCat Master and add the EtherCat Slaves. Select the EoE
Settings section of the EtherCat Slave and activate the Virtual Ethernet port. As IP address,
enter a free IP address in the same subnet as the TAP device from section 4.1. As Subnet mask
enter the same netmask as the TAP device. As Default gateway enter the IP address of the TAP

device.

The image below shows an example configuration where the IP address of the TAP device is set
t0 192.168.2.1/24. For the EtherCat Slave the IP address 192.168.2.2 is assigned.
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7 Route from Windows engineering PC to EtherCat slave
To add a permanent route in Windows, the route add command is used.

> route add -p <ETHERCAT IP> MASK <NETMASK> <DEVICE IP>

ETHERCAT IP and NETMASK must be in the same subnet as the EtherCat Master. The DEVICE
IP is the IP address of the device the engineering PC is connected to:

Example:
> route add -p 192.168.2.0 MASK 255.255.255.0 192.168.0.101
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